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Note: Organizations are welcome to adapt these sample materials to fit your needs and the work 
you do. You may change wording to match the language your organization prefers (e.g., survivor 
or service participant). 

Collaborating partners will have security policies to protect all electronic, paper, and 
faxed records in order to maintain the confidentiality of victim information and security of 
records. 

Securing Paper Information 

• If a partner keeps confidential records on site, each partner should have their 
own locked filing cabinet or safe to store paper copies of victim records and 
removable hard drives.  

• All paper copies of victim/client records should be stored in locked filing cabinets 
or in locked rooms with limited access.  

• Clearly defined access levels should identify who has access to the keys for the 
filing cabinets, storage rooms, and offices. Access should be defined based on 
the person’s job role and a “need-to-know” basis.  

• All partners will retain ownership of their own data and their victim/client records.  

Physical access also includes adding appropriate security measures to the computers 
and limiting and securing the use of removable media or devices (laptops, CD’s, DVD’s, 
etc). 

Securing Electronic Information 

• Electronic records should be properly secured with alphanumeric passwords and 
access levels.  

• Access levels/user privileges should be set with consideration of type of access 
to the data (e.g., read only, add/modify, case review, etc). 

• If electronic backups or paper copies of any agency records are stored off site, 
they should be protected and purged in the same manner and within the same 
time limits as information stored on site. 

• All community partners including attorneys, advocates, and counselors will own 
their own computer hard drives, external drives, or any other electronic media. If 
the partnership owns the computer that any partner uses to store victim 
information, the partner still maintains ownership of all data on the hard drive. If 
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the partner organization is no longer affiliated with the partnership, the partner 
should take the hard drive, and the partnership should replace the hard drive.  

• Since community partners own any external hard drive used to store records, 
files, or documents, community partners are responsible for maintaining secure 
backups of that data.  

• Hard drives containing victim information cannot be given to any other 
organization, thrown away, or given to another partner.  Hard drives containing 
confidential information should be destroyed using sophisticated computer wiping 
programs where all data is written over or by physically destroying or shredding 
the hard drive. Using a Windows “High Level Reformat” is not a secure means to 
destroy confidential victim data.   

• Sensitive agency data, whether electronic or paper, is always owned by the 
agency, regardless of the storage location.  For example, if the Partnership 
purchases file cabinets for all partner agencies, each agency owns the paper 
files housed in those cabinets.  Even if the Partnership purchases computers for 
all agencies, each individual agency owns the hard drives containing their data. 

Securing Computers, Networks and Passwords 

• If computers contain sensitive client information, the monitors should be turned 
so that people walking by cannot see the screen.  If victim information is typed 
into a computer while the victim is present, staff should make an attempt to turn 
the monitor so that victims can see what is being entered about them. 

• If a computer with sensitive information is in a public area, the partners should 
use password-protected screen savers which activate soon after they walk away 
from the computer. 

• Advocates, counselors, or attorneys who have confidentiality privileges should 
not share their computer(s) with others who are not protected by the same 
organization’s confidentiality or privilege protections.  

Recordings 

Note:  As a general rule, unless the partner is a law enforcement agency, videotaping and audio 
taping of conversations is discouraged.  

If a law enforcement agency uses video or audio taping, regular policies and procedures 
of their agency should be followed.  If any other partner needs to use video or audio 
taping to enhance security or for teaching purposes, victim/clients should be informed 
prior to any audio or videotaping of their conversations with staff or volunteers.  
Victims/clients should be offered the option to opt out of participating in any recorded 
conversations (unless the recording is required by law enforcement.)  Any audio or 
videotaping for security or teaching purposes should be purged as soon as possible. 
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Password protection 

If an agency or collaboration program chooses to have an electronic recordkeeping 
system and a user forgets a password, the user should be required to do one of the 
following: 

• Use paper files until they are able to reach the system administrator for a new 
password. 

• Log in with the permission of another user with a similar access level under that 
user’s account. Carefully document the anomaly and then have both users’ 
passwords changed within 12 hours or as soon as they are able to reach the 
system administrator. 

• Contact the on-call system administrator. 

Shared Electronic Networks 

• If the collaboration program owns the computers and network and provides all 
networking, then partners with confidential information should make every 
attempt to save confidential data to external hard drives. Agency partner 
computers can be set to prevent information from being saved to the “C drive” or 
any network drives, so that all victim information is saved to an external drive.   

• All computers with Internet access or those networked to others with Internet 
access should be secured with firewalls and updated virus protection. 

• If an agency partner chooses to have email or Internet access on a free-standing 
computer containing victim information (not networked to other partners or 
entities), then the partner should be responsible for installing and maintaining 
firewall(s), anti-virus software, and implementing all reasonable computer 
security measures.  

• User authentication should be controlled by user account and password, PIN, or 
other equally secure or more secure means. 

• Users should be required to change passwords periodically, and the account can 
be set to automatically lock after a predetermined number of unsuccessful logins. 

• Password transmission and storage should be encrypted and not be viewable 
even to system administrators. 

• The user should be automatically logged off after a defined period of inactivity. 

• Audit trails should include logon, logoff, unsuccessful logon attempts, screens 
viewed, and reports printed. 
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• Audit log entries should capture data entries, changes and deletions, and time 
stamp entries.  

Maintaining the Confidentiality of Incoming and Outgoing Faxes 

Collaborating partners with confidentiality or privilege should have security policies to 
protect all incoming and outgoing faxes in order to maintain the confidentiality of victim 
information.  

 Incoming Faxes 

1. Each agency/partner with confidentiality should have its own fax machine for 
incoming faxes.  

2. If each agency can not afford its own fax machine and must share a fax, then: 

• The advocate should ask the person faxing the document to call ahead so 
that the advocate can make a reasonable attempt to remove the fax promptly 
from the shared fax machine.  

• If the shared fax machine saves scanned documents to a hard disk, the 
agency partner or collaboration program should attempt to continually 
overwrite the memory of the centrally located fax machine. 

• Because of the increased security risks and increased risk for interception, 
the partnership and each agency partner are encouraged to not use email-
based faxing to receive confidential victim/client data or records. 

Outgoing Faxes 

• If the victim/client authorizes the release of information by fax, she/he should 
be advised of the inherent risks of faxing information, including the potential 
for misdialing or the chance that the fax may be picked up by someone other 
than the intended recipient.  

• If confidential client information is being faxed out of the agency or 
collaboration program (after the client has authorized its release) the person 
faxing the information should call the recipient before sending the fax to 
confirm the number and to confirm that the intended recipient will be waiting 
by the fax machine to receive the fax personally.  

• The cover sheet of the fax should include a reminder to cut off the fax header 
information after receiving a faxed document. 
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Best Practices to Consider: 

1) Confidential client/victim information should not be stored on a computer that is connected 
to the Internet. 

2) Assess security protections by having a third party test the protections that are in place and 
make changes to increase security as necessary. 

3) Ideally each community partner should delete identifying or sensitive information as soon as 
the information has served its purpose.  

4) Perform occasional quality control audits to check that client authorization was received and 
that appropriate clearance levels/reviews were conducted before information was released.  
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